Instructions for Multi-Factor Authentication User Log In

These instructions will walk you through the Multi-Factor Authentication enrollment and how
to use the user portal.

After you receive your Multi-Factor enrollment email, please access the Multi-Factor user portal
at https://pfp.iot.in.gov/. Login with your username, in the form of your Indiana State
Government email address, and your network password. Then follow the instructions for
enrolling your phone and answering your security questions.
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Enrolling your phone in Multi-Factor

By selecting “Phone Call” from the dropdown menu, you will be prompted to enter your Multi-
Factor phone number(s). Please use a phone number that you always keep with you as your
primary number. A secondary phone number is optional.

After you have at least entered a primary phone number click the “Next” button.
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NOTE: This call will be used when you attempt to make a remote access connection. If you are
not attempting to make a connection when you receive a Multi-Factor call, decline the
request and call the IOT Helpdesk immediately

After you have authenticated please choose and answer four security questions
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Security Questions

Please choose security questions and answers before continuing. These
questions will be used to validate your identity shoulkd wou need support using
Multi-Factor Authentication
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Once you have answered all four security questions click the “Continue” button.

Your enrollment is complete. Your user portal account allows you to request a one-time five
minute bypass or change your phone number(s).

_-ﬁ: M]r Account
Cines-Time Bypass
Change kethod
Change Phane
Activate Mobile App
Change Seounty Questions
‘iesrsaon 70Ul

& 216 Mecrosoh. All nghis resersed.

Wain | Log Cu

L

Welcome

Account Configuration Complete

Your account has been configured to use Multi-Factor Authentication.

‘When you sign on, you will continuees to use the same ussrmame and passward. Before your verification is complete, you
will recerre a phone call asking you 1o press the pound (#) koey to confirm your sign on. If you don't canfirm the sign on
by pre=sing #, the sign an will be denied

You should anly emter # when you neceive the Multi-Factor Authentication call if you are actually signing on to the
application. Otherwise, someons may be trying ta sign on with your usemame and password and you should repart this

patential fraud ta your [T administratorn.

Retum ta the Multi-Factor Suthentication partal at any time to change your phone numbes.
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To request a One-Time bypass, click “One-Time Bypass” link, shown in the picture above, and
the click “Confirm”
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To change your phone number(s), click the “Change Phone” link and repeat the process for
enrolling a new phone number.

Be sure to click “Log Out”, located in the top right corner, when you are finished with your user
portal session.
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Manage your Multi-Factor Authentication account by selecting an option below. Select the Help icon (top right) for
assistance.

End of instructions



